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» The Evolving Landscape of Cyber
Risk

* Perils of Transacting Business

* Top 3 Exposures

* Transfer Risk

* Resources
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Cyber
Landscape

1,707,618 TOTAL COMPLAINTS

h o . \ \

2015 2016 2017 2018 2019
288,012 298,728 301,580 351,937 {467,361
2015 2016 Zﬂlf 2018 } 2019

$1.1Billion* 515 Billion* $1.4 Billion* §2.7 Billion* 93.5 Billion*

$10.2 Billion TOTAL LOSSES'*

(Rounded to the nearest million)



2019 IC3 Complaints

Number of Complaints by State

I 30,000 + Complaints

1 20,000 - 29,999 Complaints
10,000 - 19,999 Complaints
5,000 - 9,999 complaints

4,999 or fewer
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Source: 2019 Internet Crime Report




2019 - TOP 10 STATES BY NUMBER OF VICTIMSS
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ot o+ PUBLIC
R
o
I

-k

[

FL

B ssooni- B so0onvi—s40onva I s1oom—s19ona I $75MM — S99




Legal Landscape

2 Attorney General of Texas

Texas H.B. 300- Breach Notification Bill
Texas H.B. 3832- Training Requirements

Health Insurance Portability and Accountability Act
(HIPAA)

SEC Breach Notification Requirements




Coverage Landscape

No Standardization

Policies Menu Driven

Inconsistent Definitions

Overlap of coverage

Inconsistent Limits

Often confused with other types of coverage

Technology Service Providers & Products
VS.
Coverage for Users
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First Party Perils

Post Breach
 Notification & Crisis
Management

Time Element

Coverage

* Business Income &
Extra Expense

Property

Damage/Theft

* Data

* Extortion/Ransom

 Computer Fraud

* Funds Transfer Fraud

* Social Engineering




Third Party Exposures
* Privacy Liability

* Regulatory Defense/PCI Fines

Liabil ty  Website Content Liability

Perils  Bodily Injury and Property

Damage
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People Peril

The Weakest
Link
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Top 3 Cyber

Risks

m Social Engineering/Fraud  ® Ransomware




22 Texas Towns Hit with Ransomware
Attack In '"New Front’ Of Cvberassault

August 20, 2079 1O16 AM ET
Heard on Morning Edition

i‘: BOBBY ALLYMN

© s-Minute Listen = <> =

F el el e el > i =

Texas state Capitol buillding in Austin. This week, state officials confirrmed that 22 municipaities have been iInfiltrated and

ransom demamnded.



North Texas
Claims: 5
Loss: 1.9M

Central Texas
Claims: 2

Loss: 1.5M Gulf Coast

Claims: 2
Loss: 220K

18/19 Social
Engineering
Losses
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Privacy Liability

Lost Technology Vendor Negligence
Improper Disposal System Security
Security Issues (passwords) Infrastructure
Lack of Training Lack of Training
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$158 Per Recoxrd

Personally Identifiable Information (PII)

Full Name (if not common) Credit Card Number
Social Security Number Date of Birth
IP Address Birth Place

Vehicle Plate Number Genetic Information

DL Number Fingerprints, Handwriting, Face




Emerging Exposures

Social Media Exposures
Privacy Violations

Sexual Harassment and Discrimination Claims

Wrongful Termination







* Privacy Notification

* Crisis Management Expense

First Party
Post Breach » Legal Services

« Computer Expert Services
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First Party
Post Breach

Information Security and Privacy
Liability
Regulatory Defense and

Penalties

Payment Card Industry Fines
(PCI)

Website Media Content Liability
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Bodily Injury and Property
Damage Liability



e Data Assets

e Data Business Network
Interruption

e Ransom/ Extortion

First Party
Property

 Computer Fraud

e Fund Transfer Fraud

* Social Engineering




\
Risk Management

er Treatment

Contractual Tran

Y .
;’ Understand the Exy

- Policies and Procedus
e Wire Transfer

e Vendor Process



Indemnity
Language

Assumption of primary liability; to pay irrespective of
another's default

12.11 Indemnification. Company shall release,
defend, indemnify and hold harmless City and its
officers, agents and employees from and against all
damages, injuries (including death), claims, property
damages, (including loss of use), losses, demands, suits,
judgments and costs, including reasonable attorney’s
fees and expenses, in any way arising out of, related to,
or resulting from the services provided by Company to
the extent caused by the negligent act or omission or
intentional wrongful act omission of Company, its
officers, agents, employees, subcontractors, licensees,
invitees or any other third parties for whom Company is
legally responsible (hereinafter “Claims”). Company is
expressly required to defend City against all such
Claims.







 Cyber Resiliency & Defense
Program

TMLIRP « Cyber Coverage

Programs

* Cyber Training
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TMLIRF MEMBER
Home Incident MNewsCenter Leaming RiskManager Security Vendors &
Roadmap Center Tools Training Experts . 4

What's at Stake Make me more secure!

Government officials have a responsibility to address cybersecurity threats from both

inside and outside their organizations.

Failure can result in taxpayers footing the bill for costly litigation or regulatory

Boost Your
Policies & Training

enforcement. But something even more important is at stake: the public's trust.

Protecting Data and Securing the Public Trust

Step1  Have a Security Plan and Ensure People Follow It Harden Your |T
Stepz2  Use Technology to Guard Personal Data Security
Step3  Make Sure Vendors Meet Your Security Requirements

Step4  Have a Plan in Place to Respond to a Breach

Monitor Your
Vendors

Suspect a Breach? \

START HERE Prepare for a Data

Breach

Use the resources in this portal to help you harden your defenses and prepare for the )
Claims Forms

Liability & Property Interactive Claims E-Form
Standard Liability Claims Form . (PDF)

inevitable breach.

After a breach occurs, find the help you need to respond quickly and effectively.

This site is operated by NetDiligence®! Links found within this site may open a new browser window and take you outside the eRiskHub to ancther website, the contents of which are maintained by third parties over whom NetDiligence, National League
of Cities and Texas Municipal League Intergovernmental Risk Pool have no control We provide links to these extemnal sites for your convenience and awareness. We accept no responsibility for the content of linked sites. Upon requeest of the content
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‘ Data Breaches

Your Results
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Data Breaches
General Information Identity Theft

% Insights from Forensic Experts [% Identity Theft - the Achilles Steal
& Insights from Forensic Experts [% Third Annual Survey on Medical Identity Theft
B Geopolitics, Cyber Risk. and Insurance - NetDiligence [ The State of |dentity Theft 2011 - Chart

Cyber Forum 2017 East Coast [5 Carnegie Mellon CyLab Child Identity Theft Report
& Mock Breach Table-Top Crisis Response - NetDiligence % ldentity Theft Restoration

Cyber Forum 2015 East Coast — View all 6 results
13 Trustwave Incident Respense Guide
~ Vigw all 18 restlts Industry Studies

% 2019 Data Security Incident Response Report
[5 2019 Experian Data Breach Industry Forecast
[5 Cyber Risk in Maritime Operations

[ Smart metering blog article

[ The Tragic Quadrant

= View all 48 rssults



CI S@ Center for Internet Security® Confidence in the Connected World Quick Links:

CIS Controls CIS Benchmarks CIS Hardened Images ISAC Infc

Off

@ CIS SecureSuite” 10%

Membership

Cybersecurity Best Practices Cybersecurity Tools Cybersecurity Threats

Home * MS-ISAC

& wsisac
Multi-State Information

Sharing & Analysis Center®

See list of members -

The mission of the MS-ISAC is to improve the
overall cybersecurity posture of the nation's state,

local, tribal and territorial governments through
focused cyber threat prevention, protection,
response, and recovery.

MS-ISAC Cyber Alert Level:
GUARDED

See Our FAQ - Read the MS-ISAC Mission & Charter -

Services Included with Membership

e 24/7 Security Operation Center e Weekly Top Malicious Domains/IP Report

® |[ncident Response Services ® Monthly Members-only Webcasts






