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 Legal Landscape   

 
 

 
   

• Texas H.B. 300- Breach Notification Bill  
• Texas H.B. 3832- Training Requirements 
• Health Insurance Portability and Accountability Act 

(HIPAA) 
 
• SEC Breach Notification Requirements  

Attorney General of Texas  



 Coverage Landscape  

 
 

 
• No Standardization   
• Policies Menu Driven 
• Inconsistent Definitions  
• Overlap of coverage 
• Inconsistent Limits   
• Often confused with other types of coverage  
 

Technology Service Providers & Products  
VS. 

Coverage for Users 
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First Party Perils  

 
 
 

 
 

Post Breach 
• Notification & Crisis 

Management  

Time Element 
Coverage 
• Business Income & 

Extra Expense  
Property 
Damage/Theft  
• Data 
• Extortion/Ransom  
• Computer Fraud 
• Funds Transfer Fraud 
• Social Engineering  
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Third Party Exposures  
• Privacy Liability 
 
• Regulatory Defense/PCI Fines 
 
• Website Content Liability 

 
• Bodily Injury and Property 

Damage   
 



The Weakest 
Link  

 
 
 

 
 

People Peril  



Top 3 Cyber 
Risks   
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Social Engineering/Fraud Ransomware Privacy Liability
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18/19 Social 
Engineering 

Losses   

North Texas  
Claims: 5 

Loss: 1.9M  

Central Texas  
Claims: 2 

Loss: 1.5M  Gulf Coast  
Claims: 2 

Loss: 220K   



Shotgun Approach  
 
 
 
 Spear Fishing  



 Privacy Liability  

 
 

 
   



   

 
 

 
   

Personally Identifiable Information  (PII) 

Full Name (if not common) Credit Card Number 

Social Security Number Date of Birth 

IP Address Birth Place 

Vehicle Plate Number Genetic Information 

DL Number  Fingerprints, Handwriting, Face 

*As defined by the US Office of Management and Budget 
“2016 Cost of a Data Breach Study”  

$158 Per Record   



   

 
 

 
   

Emerging Exposures  

• Social Media Exposures  
 
• Privacy Violations  
 
• Sexual Harassment and Discrimination Claims  
 
• Wrongful Termination  





First Party 
Post Breach   

• Privacy Notification 
 
• Crisis Management Expense 
 
• Legal Services  
 
• Computer Expert Services  
 
• Public Relations    



First Party 
Post Breach   

• Information Security and Privacy 
Liability 
 

• Regulatory Defense and 
Penalties  
 

• Payment Card Industry Fines 
(PCI) 
 

• Website Media Content Liability  
 

• Bodily Injury and Property 
Damage Liability  



First Party 
Property    

• Data Assets 
 
• Data Business Network 

Interruption   
 

• Ransom/ Extortion  
 

• Computer Fraud  
 

• Fund Transfer Fraud  
 

• Social Engineering  



Risk Management Cyber Treatment 
 
 Contractual Transfer  
• Understand the Exposure 

 
• Confirm Coverage Type 

 
• Get Proof  

 
   Policies and Procedures 
• Wire Transfer  
 
• Vendor Process   
 



Indemnity  
Language 

Assumption of primary liability; to pay irrespective of 
another's default 
 
12.11 Indemnification.  Company shall release, 
defend, indemnify and hold harmless City and its 
officers, agents and employees from and against all 
damages, injuries (including death), claims, property 
damages, (including loss of use), losses, demands, suits, 
judgments and costs, including reasonable attorney’s 
fees and expenses, in any way arising out of, related to, 
or resulting from the services provided by Company to 
the extent caused by the negligent act or omission or 
intentional wrongful act omission of Company, its 
officers, agents, employees, subcontractors, licensees, 
invitees or any other third parties for whom Company is 
legally responsible (hereinafter “Claims”). Company is 
expressly required to defend City against all such 
Claims. 





TMLIRP 
Programs  

    

 
 
• Cyber Resiliency & Defense 

Program 
 

• Cyber Coverage  
 

• Cyber Training  
 

• Online Resources    
 

 









Questions ?? 


