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What is E-Discovery and ESI?
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What is E-Discovery and ESI?

[Types of Data

* Active Data- data on hard drives

* Archival Data- long term storage; record keeping

* Backup Data— recovery source for data

* Backup tape recycling— overwritten with new data (ie: security video)

¢ Deleted data- deleted by system or user

* Legacy data- obsolete data on hardware or software

* Near line data- available in a system that retrieves removable storage media or tapes

Metadata- how, when, why, whom- data was created, modified, etc

Mirror Imaging- forensic imaging/duplication of stored ESI

Form of Production

[Forensics/Forensic Copy- examination/copy of examination of ESI

* Native format- original format of ESI (Word, Excel, etc)
« Static format- ESI that can be viewed as an image on a computer (pdf, tiff, jpg, etc)

[Hard drive- storage device that has components that can be written over or erased magnetically

[Systems data- computer records about its use

Sued or Not Sued...Don’t Sink!

Immediate Anticipated Claim or Litigation

* A citizen or Attorney sends a demand letter

* A citizen or attorney sends e-data preservation letter
* Notice Letter Under Texas Tort Claims Act

A serious accident occurs involving city property or personnel
An employee files an EEOC or TWC complaint

A police use-of-force incident

A contract dispute is escalating

Controversial ordinance passed




Preservation Letter from an
Attorney: Pre- Litigation
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This is the demand we received from opposing counsel.

Preservation demand re: a potential civil-rights claim under 42 US.C. §
1983.

16 categories of ESI body-worn & dash camera footage; 911 / dispatch
audio and CAD logs; reports; email, text, Slack/Teams and MDT messages.
Native format with metadata intact — and personal devices are
expressly included.

Suspend all routine deletion and retention-destruction processes
immediately.

Confirm within five business days that a litigation hold is in place.
Failure to preserve may support spoliation sanctions and an adverse-
inference instruction.




We got this letter...what do we do with
it???

SAVE SAVE THE E-DATA

Y\ S{IETY Il Safeguard the Data
Alert Alert Custodians
\"Sl41i Verify Locations/Sources

Ensure Ensure Retention & Compliance

Why Do We Care as a
City Attorney- there is no lawsuit?

* Anticipation of Litigation- Claim or Investigation
* PRESERVATION as SOON as you KNOW!

¢ TPIA Considerations

* Modern Evidence Is Often Transient
* Evidence is routinely overwritten or deleted:
* Surveillance video may auto-delete after 30—90 days.
* INVENTORY Digital Storage Devices
* Text messages may disappear when phones are replaced.
* DO NOT LET ANYONE WIPE A PHONE!
* Cloud platforms may have short retention settings.
* Social media content can be removed.

* Without early intervention, critical evidence may vanish before anyone = -
thinks about a lawsuit. ; &

* Legal Compliance Later
* Protects City Defenses




Save the S____ (Stuff!)

» E-Data Preservation Letter Pre Litigation
* Specific or Otherwise

- E-IDdata Preservation Direction/Letter as a City Attorney after Litigation
ile
* That is a LOT- Why???
* Spoliation...Later...
* Sanctions —
* $3% and risk of losing use of key evidence
* Value to Plaintiffs
* Adverse Jury Instruction
* Duty to Protect & Effective Representation of the City as Client
* Rule 1.01- Competent and Diligent Representation
* Rule 1.13- Organization as Client

Lawyers must understand enough A city attorney ensures they
Provide competent representation, about technology to identify, understand email archiving systems
Rule 1.01 - Competence including required legal knowledge, preserve, and produce ESI and retention schedules to respond
skill, and preparation. defensibly; may require consulting to both litigation discovery and TPIA
technical experts. requests.

A county commissioner refuses to
Counsel must act in the entity’s  produce texts from a personal phone
best interests when officials or about county business; counsel
employees fail to preserve ESl or  informs the county judge and IT to
refuse production. preserve the data and comply with
both discovery and TPIA.

The client is the entity, not the
individual officials or employees.
Escalate issues internally if an officer’s
conduct threatens the client’s legal

Rule 1.13 - Organization
as Client

compliance.




DNRBS#Z

Sttorneys & counselors 3¢ law + rampigelaw <o
o G Coast

PRIVILEGED & CONFIDENTIAL
ATTORNE NT WORK PRODUCT
NOT A PUBLIC RECORD.

June 4,2026

PRESERVATION OF EVIDENCE, DOCUMENTS, RECORDS
AND ELECTRONIC DATA|

Dear

We have been notifed o  potenial ligation laim ivolving an arest detntion.
investigation, charging, and/or prosecution ch involved the
from his attomey This leter st dvise you andthe City saff hat
City o idenify and p and paper data that may be re
Lo ptenil fature clams i the Ciy defnsen

‘We seek your assistance to advise the City and its employees of the legal duties which the
City's employees and officials have to PRESERVE DOCUMENTS AND EVIDENCE IN ALL
FORMS, INCLUDING ELECTRONIC AND OTHER TYPES OF RECORDED
INFORMATION. This duty requires all persons in possession of information potentially relevant

discovery W, SAFEGUARD, AND
PRESERVE this information.

‘We hereby request that you forward a copy of thislette to those staff members necessary
> and agreement to perform their
dutizs as the law requires. Some are listed below. We ask that you remind personnel of the
necessity of maintaining records by and between individuals from the date of the incident (on or
about July 8, 2025) and moving forward.

DNRBS*/

PRIVILEGED & CONFIDENTIAL
ATTORNEY CLIENT WORK PRODUCT
NOT A PUELIC RECORD

Tuly 14, 2025

FRESERVATION OF EVIDENCE, DOCUMENTS, RECORDS
AND ELECTRONIC DATA

Dear

W have been refaimed by the Tewas Municipal League Inferzovernmental Risk an
represent the Cify of {City™) with zespect to a lawsuit alleging discrimination b
on disability in connecaor witn plurm(nﬂmc‘lnsFm
Department. Tt s incumbent on the City to identify and preserve electronic and paper data that
may be relevant to his chaim and the Ciry's defenses

‘The purpose of this letter is fo seek your assistance to advise the ity and its employees of
Iezal dnties which the Ciry's employees and officials have to PRESERVE DOCUMENTS AND
EVIDENCE IN ALL FORMS, INCLUDING ELECTRONIC AND OTEER TYPES OF
RECORDED INFORMATION. This dury requires all persons i possession of information

poteatialy relevant to the litisation or discovery conducted in the litization o REVIEW,
SAFEGUARD, AND PRESERNVE this information.

We bexeby reques that you forward  copy ofthisJtier o those taf men'iers necessary
1o preser: and obtain and agreement 10 perform their
duties as the law requires We ask that you remind personnsl of the necessity of mamtaming
records by and bereen, . the Cify and oc persans communicating with

on behalf o the Ciry from me ate o1 kebraary 1, 2024, to present and moving farwara
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“The law requires us to preserve and maintain evidence, as well a preventing anyone with
2, destroying, or recordings. Potentially,
relevant information may include, but is not limited to

instant messaging, which would include e-

Spreadsheets and tables (Excel or Lotus 123 worksheets);
Image and facsimile files (.pdf, 4ff jpg, &if images);
Sound recordings (WAV and MP3 files)
Video and animation (AVI and MOV files);
tabases (Access, Oracle, SQL Serve data, SAP);
Contact and Relationship Management Data (Outlook, ACT);
Calendar and Diary Application Data (Outlook PST, Yahoo, blog tools):
Online Access Data (Temporary Intemet Files, History, Cookies, cache files):
Presentations (PowerPoint, Coral Presentations);
Thirdparty information;
Te voicemail systems (stationary and mabile);
City-issued cellular phones and personal cell phones with City information related to this
incident before, during and after the occurrence;
+ TotMesage
Metadata;
Open pwlert Requests

Electronic information can be obtained in several forms: active data (currently accessible
data from a computer), replicant data (data derived from electronic archives and automatic
backups),residul dta (deeted o unalloaicd data on o computer), and meadata (data sbout
electronic data that teration, dele vho accessed the data, and
rom wher, amongatother. The iy il nc 10 eniy i e re any ceen codc ht arc
sty o s tis noemaion. The Ciy wi o need o e rous

estru kup tapes, and instruct employess to refrain from delefing documents until
Toeneccomits Tt e e S if necessary. Although the letter

We have identified the following persons whase electronic and other information should

and yourself, all records noted in l]vc preservation letter
from the Plice Departmet fr the m‘cc\»n) of mainining reords by and betwen them
R bt agentsand representaives and the inforna
an(9) prot 0 nd poskmcident nord i the i

Lettn To the exent any of the nformation fom andor fo th sbove.refrence ndridusl e
within the City’s control and can be saved or retrieved, please o so.

‘We are available to consult with you on the scope of these responsibilities and how they
shoukd b implemented i the conestof $pecific Sofwae, progeans,or sysieas, o willasiot

The law requires us fo preserve and maiviain evidence, a5 well 2 prevent aoyone with
access to data from modifying, destroyiag or kiding electrunic evidence of racordings. Poteatially,
relevant information: may inchuds, ot is Zat Limited fo:

Digital commasications (=-mail, voice mail, instant messaging, which would include &
‘mal activicy in inberes, sent bores and deleted histaries, cell phone fext messages or call
logs)

Word processed documents (Word or WordPerfect docaments and drafis):

Spreadshests and fables (Evcel ar Lofus 123 worksheets);

‘Tmage and facsimile files (pdf. GE. jpe, -£f images),

Sound recondings ( WAV and MP3 Gles).

‘Video and animation ( AVT and MOV files):

Databaszes (Acress, Oracle, SQL Serve data, SAP):

Contact and Relationship Managersent Data (Qutlook, ACT)

Calendar and Diary Applicatior Data (Outiosk PST, Tahoo, blog toeks);

Ouline Accass Daia (T!m]xlmq Internet Files, History, Cookies, cacha files),

e
Third party information:
Telephone/voicemail systems (stationary and mobile);

City-issued cellular phones and personal cell phonss with Ciry information related to this
incident before, duwinz and aftes the occumence,

Text Messages. Metadata; and

Open Record Requests.

‘Electronic infrmation can be obtained in several forms: active data (cuTently accessible
dan from a compiner), teplicant dara (data derived from eleceronic archives and auomaric
backups), residual data (deletad or unallocated data on a computer), and metadam (data about
elactromic data that inchudes dates of creation, alteration, deletion. and who accessed the data, and
from where, amenzst others). The Ciry will need to idenrify if there are any access codes that are
necessary to access this information The Ciry wall also need to cease routine document
destruction, keep backup tapes. and instruct emplayees fo refiain from delefing Gocuments untl
Torensic copies of hard drives can be obrained, if necessary

We have idenrified the following persons with the City whose electronic and other

information should be preserved during the relevant time period r=lated fo the suhject incident:

(Ciry Secremary). (City Manager). (Fire Chief),

{Asst Lary Manager Civil Service Uirecior). (Benatis Uoordinator).

(Battalion Chisf). and yourself. for the necessify of mainmining records by and

‘berween them regarding possible claimant(s) and'or their agents and representatives and other

information r=lated o the incident imvelving possitie claimant(s) prior to and post incident. To

the extent any of the information from and'or to the above-referenced individuals are within the
Cify's control and can be saved of remieved, please do so.
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you in dealing with any IT consultants or service providers involved in the design, mairtenance,
and use of your systems.

inforr
Pisse kecp i mind that & eiea for sl ater perinco
preserve electronic data and recordings.
Thank you for working with us to ensure the City fenses are enhanced
inthis legal matter in the event of a ltigation matter. I sinczrely appres refforts te oversee
that may be used as cvidence
' questions.

Very wuly yours,

DENTON NAVARRO RODRIGUEZ BERNAL SANTEE & ZECH
A Professional Corporation

A/ Clarissa M. Rodriguez

CLARISSA M. RODRIGUEZ
CHARLES E. ZECH

W aneavadbleto cousul ik you o0 e s of tese sepoaalilis wad how ey
should be mplemenred in the comres of specific sofware, or systams, and will assist
you in dealing with any IT consulavts or service providars irvolved iu the design. maintenance,
and use of your system:.

It is also very impomant that amy and all recordings (video or audic) of convarsations,
hearines. mestings ar other relevant information regarding this incidert. including those with

be Temieved, reviewsd. and preserved. We ask fhat you instract persommel
(inchiding former personnel) to cooperate with the City's efforts to obtain amy mecessary
infomation. Once you retrieve the information, please forward to my attention. Please keep in
ming that it is critical for all other pertinent City Departments and personrel to preserve electranic
data and recordings.

Thank you far werking with us to ensure the City"s legal definses are enhanced in this
legal maner. I sinceraly appraciate your fforts 1o oversse preservation of e-dara that may be usad
a5 evidence in this case

Very truly yours,

Dintow Navazso Roniuez Bersar Sawtes & Zeck
A Professional Carporation




Key Points from In House
Attorney Letter

Triggered by a claimant’s attorney re: an arrest / detention
matter (incident on or about July 8, 2025)

* Could be pre- or post- litigation
* TTCA Notice letter

Adyvises the City and employees of the duty to preserve
electronic and paper records for anticipated litigation.

Reminds personnel to maintain records from the date of the
incident forward.

Cease routine document destruction keep backup tapes,
and do not delete until forensic copies are made.

Identifies custodians including the Police Department
personnel noted in the preservation letter.

Types of E-Data to SAVE (Because paper gets destroyed
in water)

Law Enforcement &
Emergency (911)

Body-worn camera footage

General City Information

E-Mails

Texts

Teams, Slack (Messaging Forms)
What'sApp, Signal, Telegram, etc PN g Dispatch recordings CAD (Computer-Aided

Body Cam it Dispatch)

Dash cam Records RMS (Records Management System) data
Council Chamber Camera Video e
Security/Surveillance Camera Video
Voicemails

Al Prompts

Dash camera video

Digital evidence files
911 recordings

Radio communications

Cloud Storage- SharePoint, OneDrive,
Dropbox

InCode Data
GIS/Public Works Data

Dispatch logs
Incident reporting systems

Holding cell video




E-Discovery: Process,
Lifecycle,

Interplay with Ethical
Obligations

Principles on
E-Discovery




1. Reasonableness and Good Faith in
Preservation

2. Proportionality

3. Cooperation

4. Reasonable Accessibility

5. Early Judicial Management

6. Duty to Preserve Once Litigation Is
Anticipated

7.Pr ion Formats and

8. Protection of Privilege and Work Product

9. Cost Allocation

10. Sanctions for Spoliation

11. Cross-Border Data

12. Technology-Assisted Review (TAR)

13. Ethics and Competence

14. Continuous Improvement

Relevant FRCP Rule(s)
Rule 26(b)(1), Rule 37(e)

Rule 26(b)(1)

Rule 1, Rule 26(f)

Rule 26(b)(2)(B)

Rule 16, Rule 26(f)

Rule 34(b)(2)(E)

Rule 26(b)(5)(B)

Rule 26(c), Rule 26(b)(2)(B)

Rule 37(e)

Rule 26(b)(1), (b)(2)

Rule 26(b)(1), Rule 34

Rule 26(g), Model Rule 1.1

Not codified; aligns with Rule 1

Practical Example
Implement a targeted litigation hold on relevant
custodians rather than halting deletion of all ESI.

Limit discovery to a 6-month window and key
custodians to reduce costs while covering disputed
issues.

Agree on search terms and custodians during the Rule
26(f) conference to prevent later disputes.

Deem backup tapes “not reasonably accessible” due
to extreme costs; produce only upon good cause.

Judge orders phased discovery, beginning with emails
before financial records.

Issue a litigation hold upon receipt of a demand
letter—not after sui d.

Produce emails in native format with metadata to
preserve searchability.

Use a Rule 502(d) order to prevent privilege waiver
for inadvertent productions.

Court orders requesting party to share costs of
restoring inaccessible backup data.

Court declines sanctions where data loss occurred
before duty to preserve and without bad faith.

Negotiate production parameters to comply with
GDPR restrictions.

Parties agree to use TAR with validation metrics
instead of linear review.

Counsel engages e-discovery experts to ensure
technical competence.

Firm implements post-case process reviews to
improve future workflows.

The Sedona
Principles &
the FRCP

Crosswalk




